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INTRODUCTION

A study conducted 
by Morgan Stanley’s 
Investment Manage-
ment Journal predicts 
that more people will 
access the Internet 
from mobile devices 
than personal comput-
ers by the year 2015 
(“Here’s How Busi-
nesses Can Recruit,” 
2011). With the 
world’s rapid adop-
tion of Web 2.0 wire-
less technology and 
expanded bandwidth, 
coupled with the rapid deploy-
ment of ever more powerful 
mobile hardware and applica-
tions, these devices, which 
include smartphones, iPads, tab-
let PCs, and PDAs, are becom-
ing increasingly ubiquitous in 
the workplace. 

Mobile technology moves 
well beyond the mere conve-
nience of a cell phone or laptop, 
both of which have had long 
acceptance in business for their 
utility. The cell phone unteth-
ered employees from landline 
phones and laptops revolution-

ized the ability of employees to 
work remotely. But those tools 
pale in comparison to today’s 
mobile devices, whose portabil-
ity and ability to access corpo-
rate servers, data, and informa-
tion, regardless of where the 
employee is geographically, are 
revolutionizing the way business 
gets done. The telecommunica-
tions companies and governing 
regulators around the world 
have recognized this coming and 
evolving technology for decades. 
At the 2008 Davos meeting, one 
of the most interesting panels 

was on the future of 
mobile technology. 
Panelist Eric Schmidt, 
Google’s CEO, noted 
that the new 700MHz 
bandwidth spectrum 
introduces what he 
called a “huge revolu-
tion” in new mobile 
technology and appli-
cations (Arrington, 
2008). 

Yet, this marvel-
ous benefit can be 
overappreciated. As 
various types of mobile 
devices enter the 
workplace, either as an 

employee’s personal technology 
or as company technology, and 
as they rapidly morph into more 
powerful capabilities and appli-
cations, they present a strategic 
risk to the company, particularly 
from data theft and security 
breaches. In fact, the control and 
use of mobile devices emerged 
this year as the top business 
technology concern for CPAs 
and financial executives on the 
annual Top Technology Initia-
tives Survey by the American 
Institute of Certified Public 
Accountants (AICPA; 2011). 

Mobile communication devices are taking the 
world by a storm. They offer significant benefits. 
But when deciding whether your company can 
benefit from giving mobile devices to employees, 
it is important to think strategically. Do you have 
a comprehensive mobile security strategy? Do 
you have a well-thought-out set of policies and 
procedures in place?
 The authors of this article take a critical look 
at mobile device security. Then they provide a 
detailed set of checklists to help you develop stra-
tegic goals; effectively manage mobile devices; 
protect company data; and evaluate the effective-
ness of your security plan. © 2011 Wiley Periodicals, Inc.

Your Firm’s Mobile Devices: How Secure 

Are They?
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company’s servers and desktops 
from unauthorized access via 
a mobile device, or from loss 
or theft once data has been 
transferred to a mobile device? 
Something as simple as losing 
your phone can now create an 
enormous security risk for your 
organization. 

While some organiza-
tions have aggressively rolled 
out mobile technology, many 
have been reluctant to open up 
access to their organization’s 
information assets and business 
processes. Yet the workplace is 
already saturated with mobile 
technology thanks mostly to the 
personal handheld devices that 
employees own and bring to 
work. Too few, we suspect, 

have fully examined or 
adequately addressed the 
ability of either employer-
issued or employee-owned 
mobile devices to retrieve, 
interact with, or extract 
corporate information and 
the risks portable techno-
logy presents to the firm. 
Regardless of where your 
company is positioned on 
managing mobile tech-
nology in the workplace, 

several strategic issues should be 
either reviewed or addressed. 

MOBILE DEVICES ENABLE 
SIGNIFICANT ENTERPRISE 
BENEFITS

A mobile device is a 
pocket-sized computing device 
that often has a display screen 
with touch input or a miniature 
keyboard. Mobile devices can 
be divided into the following 
groups: mobile or handheld 
computers and tablets; commu-
nication devices such as smart-
phones; media recorders and 
players; navigational devices; 
and accessories such as handheld 
game consoles. 

In our last article, “Gen Y’s 
Addiction to Web 2.0: Prob-
lem or Strategy?” we warned 
about the coming severe short-
age of workers and advocated 
embracing Web 2.0 as one way 
to recruit, engage, and retain 
the current generation of work-
ers. We further noted that while 
Generation X had transformed 
the analog workplace of their 
Traditionalist and Baby Boomer 
predecessors into a modern digi-
tal workplace, we predicted that 
Generation Y would put that 
digital office on steroids. Gener-
ation Y workers “expect organi-
zational information and records, 
along with the applications and 
systems used to manage them, 
to be instantly available, even 

on their handheld devices” 
(Mooney, Wright, & Higgins, 
2010, p. 64). 

As it is with most things, 
the surging use of mobile 
devices is a mixed blessing. 
The ability to exchange data 
and information wherever and 
whenever can set your orga-
nization apart and help you 
recruit and retain high-quality 
employees who are wired for 
24/7 connectivity. Freed from 
their desks and an eight-hour 
workday, these employees can 
respond to customer needs 
faster and more effectively. 
Yet, how does the organization 
control and protect the corpo-
rate information stored on the 

This article focuses on how 
new and developing mobile 
technology being deployed in 
the workplace should be under-
stood and strategically managed 
and how the growing risk to 
securing them must be aggres-
sively addressed. Also included 
are a series of checklists from a 
variety of industry experts that 
should help you assess where 
your organization is on the con-
trol and protection of mobile 
devices.

ADDRESSING GEN-Y MOBILE 
TECHNOLOGY RISKS

Ready or not, handheld 
devices are proliferating the 
workplace. As with most 
technology, the younger 
employees are beating the 
drum for adoption of new 
computing devices into the 
workplace. As evidence, 
consider that at the end of 
2009, almost 530 million 
users browsed the mobile 
Web on their handset. 
According to Strategy 
Analytics, this is forecast 
to rise to over 1 billion by 
2015. Within the next five 
years, mobile Web access using 
handsets, laptops, tablet com-
puters, and other mobile devices 
will surpass the desktop PC as 
the most popular way to access 
the Internet (mobiThinking). 
Driving these changes is the 
new breed of employees now 
entering the workplace dubbed 
“Generation Y.” A recent sur-
vey of 18-to-24-year-olds by 
Accenture found that 51 percent 
prefer to use a mobile handset 
over a laptop. By the way, only 
22 percent prefer a PC. It prob-
ably will not surprise you that 
among those respondents age 
45 and older, only 27 percent 
prefer a mobile device (Sybase, 
2011). 

The ability to exchange data and 
information wherever and whenever 
can set your organization apart and 
help you recruit and retain high-
quality employees who are wired for 
24/7 connectivity.
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THINKING STRATEGICALLY

In deciding whether your 
organization can benefit from 
the use of mobile devices, it is 
important to think strategically. 
Remember you need a carefully 
constructed mobile security strat-
egy that covers both corporate 
devices and personal devices. 
The checklist in Exhibit 1 pro-
vides some initial considerations 
for developing or reviewing 
a corporate strategy for these 
devices, while Exhibit 2 illus-
trates the types of questions that 
should be considered as part of 
any corporate plan that embraces 
mobile technology.

RISKS AND SECURITY

The risk of loss, theft, or 
misuse of confidential informa-
tion is high with mobile devices, 

In 2009, sales of laptops 
exceeded sales of desktops, 
and IDC Worldwide Quarterly 
estimates that by 2012, 65 per-
cent of all personal computers 
sold will be portables. Perhaps 
more important for business is 
the finding that by 2014 more 
users will access the Internet 
using a mobile device than by 
using a desktop (Jagst, 2011). 
According to ITU, there were 
5.3 billion mobile handset sub-
scriptions at the end of 2010, 
equivalent to 77 percent of the 
world population. Furthermore, 
approximately 90 percent of the 
world’s population now lives in 
a place with access to a mobile 
network. 

The shift toward using 
mobile devices to replace the 
desktop and laptop is clear, yet 
many have not thought about 
the significance of that shift 
being leveraged in a purely busi-
ness environment. The evolving 
mobile device technology can, 
if properly utilized, enable the 
enterprise to achieve a number 
of significant benefits:

Improved workforce pro-• 
ductivity: Employees can 
remotely access company 
information and complete 
work off-site. According 
to the Aberdeen Group, the 
best-in-business enterprises 
have captured a 40 percent 
increase in employee pro-
ductivity.
Improved customer ser-• 
vice: With real-time access 
to customer information, 
employees can signifi-
cantly improve turnaround 
times for problem resolu-
tion. Again, according to 
the Aberdeen Group, the 
best-in-business enterprises 
have seen an average of 35 
percent improvement in cus-
tomer satisfaction.

Increased business pro-• 
cess efficiency: The use of 
supply-chain management 
allows companies to improve 
business processes by short-
ening the time between 
order, production, and 
shipment. 
Employee security and • 
safety: Employees traveling 
on work-related business are 
always in touch and con-
nected.
Employee retention: With • 
mobile devices, many 
work tasks can be per-
formed remotely, result-
ing in improved work-life 
balance. Research by the 
Aberdeen Group indicates 
that the improvement in 
work-life balance can 
increase employee reten-
tion by up to 25 percent 
(ISACA, 2010).

Strategy Goals for Mobile Devices

• Has your IT organization defined the allowable mobile device types 
(e.g., enterprise-issued vs. personal devices and BlackBerry vs. 
iPhone)?

• Have the services accessible through mobile devices been defined 
and explained, taking into account the existing IT architecture?

• Have the tasks for which employees may use mobile devices and the 
types of applications that are allowed been enumerated?

• Has your IT organization sufficiently identified the ways employees 
actually use mobile devices to understand how that use may lead to 
unpredictable risks?

• Have all enterprise-issued devices been integrated into a comprehen-
sive asset management program?

• Has your IT organization specified the type of authentication and 
encryption that must be present on mobile devices?

• Have your employees been properly trained to store and transmit 
sensitive corporate data?

Source: ISACA (2010).

Exhibit 1
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Four Key Questions to Address When Developing a Mobile Security Strategy

1. How do we deny access to unauthorized users? Require employees to set a strong password on their mobile 
device and to change it every three to six months. Mobile management systems can automate enforcement.

2. What’s our plan if a personal device gets lost or stolen? Passwords aren’t enough; you must be able to lock 
and wipe the device remotely. The first lets you “freeze” a device, which is useful if there’s a good chance it will 
turn up again. If it’s gone for good, remote wipe lets you permanently erase stored data. 

3. How do we remove corporate data from a personal device whose owner is leaving the company? 
Management tools can be used to segregate enterprise and personal data. When an employee leaves, IT can 
wipe the enterprise data while leaving personal data unaffected. This capability protects the organization 
without inconveniencing the user.

4. How do we keep prying eyes away from confidential files? Use mobility management software to encrypt 
enterprise data, both as it is transmitted and when it is “at rest” in the device’s memory.

Source: Sybase (2011).

Exhibit 2

Mobile Security Features

• Enforced authentication: Does your IT organization require users to enter a password when the device is 
cycled on?

• Over-the-air data encryption: Does your organization require that mobile devices use Secure Sockets Layer 
(SSL) when exchanging data wirelessly?

• Over-the-air provisioning: Can your IT technicians configure and update mobile applications remotely from a 
central platform?

• Remote wipe and data fading: Can they remotely clear all data and settings on a lost or stolen PDA, smart-
phone, or tablet?

• Full disk encryption: Does your IT organization use full disk encryption to make it virtually impossible for any-
one without authorization to read private data on a mobile device?

• Separation of personal and enterprise information: Can your IT staff secure, control, and erase corporate data 
and applications without impacting the user’s personal photos, music, or games?

• User access rights and security policies: How well does your IT department control exactly what data users 
can access with their mobile devices?

• Network filters: Are filters used to monitor who is attempting access to the corporate network and to block 
access unless a device management client is installed on the device?

Source: Sybase (2011).

Exhibit 3
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Seven Rules for Effective Mobile Management

1. Identify all mobile devices on the network: Have you audited your e-mail server and other systems to make 
sure there are no unauthorized devices?

2. Know which back-office systems employees need to access: Have you identified which employees can suf-
fice with just e-mail access vs. which need special purpose applications vs. which need executive-level access?

3. Formalize user types and set policies: Have you created appropriate user groups and set strict governance 
policies for each one?

4. Be ready to block access: Are filters used to control access to your back-end systems to block access to 
devices that don’t have a management client installed?

5. Add password and encryption policies plus remote wipe: Has your IT organization implemented such bare 
minimum mobile security measures as password enforcement, on-device data encryption, remote wipe for lost 
devices, and inventory management to identify which devices are connected to the network?

6. Consider separating personal data from business data: Are your mobile devices able to store enterprise data 
in one area of the device and encrypt and password-protect only that area?

7. Enable users to be self-sufficient: Have you lessened the burden on your IT organization by using a client 
management application that keeps mobile devices in compliance? Do you have a robust user training program?

Source: Sybase (2011).

Exhibit 4

Top Technology Questions Asked by Audit Committees, 

CFOs, and CIOs

1. Is our information security policy adequate?

2. Are we ensuring that our data and technology resources are protected 
against hacking, viruses, or other compromises?

3. Are our current internal controls and IT governance policies and pro-
cedures effective?

4. How can we best implement document retention and e-discovery 
policies?

5. Can our data remain safe if we utilize cloud computing/software 
services?

Source: AICPA (2011).

Exhibit 5

especially if the company does 
not have a strong security strat-
egy that addresses their unique 
characteristics. The greatest 
drawback of these devices, 
whether deployed by the com-
pany or simply those in posses-
sion of employees, is the security 
risk they pose. 

 On the one hand, these 
devices have to be viewed like 
existing PCs and laptops, as they 
are also susceptible to malicious 
viruses and malware, Trojan 
horses, cyber attacking malicious 
applications, spam, worms, and 
phishing schemes. Obviously, 
they are more susceptible to loss, 
theft, and damage since they 
are portable. On the other hand, 
mobile devices must be viewed 
differently from other information 
processors in that there are unique 
threats to these devices such as 
jailbreak software, which allows 
strangers to hijack the device 
and access information, and the 

problems presented by the abil-
ity of these devices to connect 
automatically to an unknown 
Bluetooth device nearby or to an 
open, unsecured Wi-Fi.

Furthermore, with the 
increasing expansion and avail-
ability of new applications 
developed on open platforms for 
specific use on mobile devices, 
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Ten Steps to Securing Your Mobile Devices

 1. Configure mobile devices securely. 
  a. Enable auto-lock.
  b. Enable password protection and require complex passwords.
  c. Avoid using auto-complete features that remember usernames or passwords.
  d. Ensure that browser security settings are configured appropriately.
  e. Enable remote wipe.
  f. Ensure that SSL protection is enabled, if available.

 2. Connect to secure Wi-Fi networks and disable Wi-Fi when not in use. 
  a.  US-CERT recommends disabling features not currently in use such as Bluetooth, infrared, or Wi-Fi. Addi-

tionally, set Bluetooth-enabled devices to nondiscoverable to render them invisible to unauthenticated 
devices.

  b. Avoid joining unknown Wi-Fi networks.

 3. Update mobile devices frequently. Select the automatic update option, if available. 
  a. US-CERT recommends maintaining up-to-date software, including operating systems and applications.

 4. Utilize antivirus programs and configure automatic updates, if possible. 
  a.  US-CERT recommends installing antivirus software as it becomes available and maintaining up-to-date 

signatures and engines.

 5. Use an encryption solution to keep portable data secure in transit. 
  a.  Data protection is essential. If confidential data must be accessed or stored using a mobile device, make 

sure users have installed an encryption solution (e.g., GuardianEdge Smartphone Protection, McAfee End-
point Encryption, PGP Mobile, and Pointsec Mobile Encryption).

  b.  Do an assessment—or at least be aware—of the encryption options available for mobile devices. Some 
devices may offer more mature security solutions than others.

  c.  Consider using thin client models so that data is centrally and securely maintained. This is one option to 
help avoid storing confidential data on mobile devices. It also means not having to develop new solutions 
every time a new mobile technology is released.

  d.  Educate users to avoid using or storing confidential data on a mobile device whenever possible.

 6. Use digital certificates on mobile devices. 

 7. Take appropriate physical security measures to prevent theft or enable recovery of mobile devices. 
  a. For laptops, use cable locks.
  b. Use tracing and tracking software (e.g., Computrace, Lookout, MobileMe).
  c. Never leave your mobile device unattended.
  d. Report lost or stolen devices immediately.
  e. Remember to back up data on your mobile device on a regular basis.

 8. Use appropriate sanitization and disposal procedures for mobile devices. 
  a. Delete all stored information prior to discarding, exchanging, or donating devices.

 9. Develop appropriate policies, procedures, standards, and guidelines for mobile devices. 

10. Educate employees about mobile device security. 
  a. Remind users to be cautious when opening e-mail and text message attachments or clicking on links.
  b.  US-CERT recommends that users avoid opening files, clicking links, or calling numbers contained in unso-

licited e-mails or text messages. Users should know what they are downloading.
  c. Be aware of current threats affecting mobile devices.

Source: https://wiki.internet2.edu/confluence/display/itsg2/Mobile+Device+Security.

Exhibit 6
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ance on mobile applications.” 
Research firm Gartner Inc. 
predicts that approximately 
117 billion applications will be 
downloaded to mobile devices 
worldwide by the end of 2011. 
The AICPA technology sur-
vey researchers asked CPAs to 
identify the top technology ques-
tions asked by audit committees, 
chief financial officers (CFOs), 
and chief information officers 
(CIOs). Their questions are 
reported in Exhibit 5.

Effective remote management 
and data-protection tools and pol-
icies are key to preventing mobile 
security breaches. Protecting 
sensitive information on mobile 
devices requires an understand-
ing of the many ways security 
can be compromised. Providing 

there are now many ways to 
undermine the security protocols 
and policies of most organiza-
tions that were designed around 
servers, PCs, and laptops. Since 
the risks are more difficult to 
identify, managers must con-
sciously take key steps to protect 
the business from risks that may 
be under the corporate security 
radar. Has your company created 
systems designed to take advan-
tage of mobile security features 
that are unique to mobile devices 
that could pose a risk to your 
business? Exhibit 3 lists some 
of the most common security 
features used to protect mobile 
assets. 

Systems and policies should 
be developed to evaluate and 
manage the security features of 

Auditing Mobile Device Processes and Policies

• Policy: Does a security policy exist for mobile devices? Does it include rules for appropriate physical and logical 
handling? The enterprise should have a policy addressing mobile device use and specifying the type of informa-
tion and kind of devices and information services that may be accessible through the devices.

• Antivirus updates: Do the auditors verify that the enterprise updates its mobile device antivirus software to pre-
vent perpetuation of malware?

• Encryption: Do the auditors verify that any data labeled as sensitive are properly secured while in transit or at 
rest?

• Secure transmission: Do the auditors confirm that mobile device users are connecting to the enterprise net-
work via a secure connection using, for example, VPN, IP security (IPsec), or Secure Sockets Layer (SSL)?

• Device management: Have the auditors determined whether there is an asset management process in place 
for tracking mobile devices? This asset management program should also detail procedures for lost and stolen 
devices as well as procedures for employees who have been terminated or have resigned from the enterprise.

• Access control: Do the auditors verify that data synchronization of mobile devices is not set to receive access to 
shared files or network drives that contain data that are prohibited for mobile use?

• Awareness training: Do the auditors verify that the enterprise has an awareness program in place that 
addresses the importance of securing the mobile devices physically and logically? The training should also make 
clear the types of information that can and cannot be stored on such devices.

• Risk: Do the auditors confirm that policies and procedures exist and are functioning as management intended to 
ensure that the company’s information assets are not subjected to high risk of data leakage and loss? 

Source: ISACA (2010).

Exhibit 7

various devices that are already 
in the workplace or corporately 
deployed, particularly as to what 
information they are able to 
access on company servers or 
stand-alone computers. Again, 
this parallels commonly known 
concerns with PCs and laptops, 
but with mobile devices, several 
other considerations must be 
taken into account. Exhibit 4 
describes seven rules for effec-
tive mobile device management.

ADDRESSING CONCERNS

According to the AICPA 
(2011), “mobile devices are 
receiving more attention as tech-
nological advancement shifts 
productivity tools from desktops 
to pockets amid increasing reli-
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a bullet-proof strategy requires 
mobile security policies and 
functions, security-aware employ-
ees, and a comprehensive set of 
mobile device management tools 
(Sy base, 2011). Exhibit 6 presents 
ten key steps to securing your 
organization’s mobile devices.

MAKING SURE YOU ARE FULLY 
PROTECTED

Your organization should 
have a comprehensive mobile 
device policy enforceable on all 
employed devices and centrally 
managed by your IT staff. While 
flexibility is important, it should 
be simple to implement and sup-
port. Finally, it must be auditable 
so that assurance can be gained 
that the organization is doing 
everything possible to protect its 
investment in mobile technology. 
Exhibit 7 describes audit proce-
dures for assessing the operating 
efficiency of your mobile device 
policies and procedures.
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